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1.2.1 The 5 Pillars
1.3.4 & 1.9.9 {� Security Control Frameworks, Risk Frameworks, SABSA



NIST RMF and NIST CSF (quick comparison)
FedRAMP
ISO 27001/27002:2022
1.7.2 External Dependencies
1.11.2 Risk Mitigations
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3.1.11 Secure Access Service Edge
3.6.1 FIPS 140-2 Superseded by FIPS 140-3
Key Management Lifecycle
� 3.6.3 Quantum Key Distribution
� 3.10 Information System Lifecycle
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4.1.2 IPv6
4.1.5 Converged Protocols
4.1.6 Transport Architecture
4.1.7 Performance Metrics
4.1.8 Traffic Flows (N/S, E/W)
4.1.9 Physical Segmentation
4.1.10 Logical Segmentation
4.1.11 Micro-segmentation
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� 4.1.17 Virtual Private Cloud (VPC)
4.1.18 Monitoring and Management
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� 5.1.6 Services
5.2.1 Roles and Groups
5.2.2 Passwordless
Zero Trust Refresh

B� 5.4.7 Access Policy Enforcement
5.5.5 Service Account Management
5.6.1 Implement Authentication Systems
5.2.6 Credential Management (with cloud update)
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6.1.4 Location (audit design and plan)
6.2.2 Pentest Teams (Red/Blue/Purple/White)
6.5.4 Location (audit execute and facilitate)
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DEMO: Retrieve SOC 2 Report from a CSP
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8.1.1 Software Development Methodologies
8.2.9 Software testing (IAST, SCA)
8.4.5 Cloud Services
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