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Introduction
What is the purpose of Spanning Tree Protocol (STP) in a network?
What is the default administrative distance for directly connected interfaces on Cisco routers?
Which OSI layer handles logical addressing and routing?
What is the role of a default gateway in a TCP/IP network?
Why are Access Control Lists (ACLS) used in networking?
How does TCP differ from UDP?
What does the Address Resolution Protocol (ARP) do?
What is the purpose of Virtual Local Area Networks (VLANs)?
How does static routing differ from dynamic routing?
What is Network Address Translation (NAT) used for?
What is the purpose of Dynamic Host Configuration Protocol (DHCP)?
What does Routing Information Protocol (RIP) do?
What is the purpose of the Network Time Protocol (NTP)?
What is the role of the Internet Control Message Protocol (ICMP)?
What is the function of a router?
What is the purpose of Dynamic Trunking Protocol (DTP)?
What is the purpose of Hot Standby Router Protocol (HSRP)?
Why is Quality of Service (QoS) important in networking?
What does Virtual Router Redundancy Protocol (VRRP) provide?
What is the purpose of Secure Shell (SSH) protocol?
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Web application firewall works on which layer of the OSI Model?
Which of the following is the least secure authentication method that sent the credentials in cleartext?
A device operating at Layer 3 of the OSI model uses which of the following protocols to determine 
the path to a different network?
According to the osi model, which layer handles data transfer between applications, flow control, and 
error detection and correction?
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